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Examples of Potential Questions

I 7 [60 (0

N . / ri
CyWhat is a botnet and what are botnets typically used for?

N
EM‘/L o‘éc»-rv\ﬂ_n Cen i v

Your company’s CEO can't access his bank’s website because your DNS server is down. You
have the IP Address of the website stored. Explain a temporary workaround for the CEO. v é

UX ﬂ(/m/\l‘ Mé(-fly) 8, >>>>> *&:8 \7,
Describe your understanding of a client-server architecture ) )

Is it possible to embed a payload in another payload? Provide supporting re s for your ob5o

answer - yes orno. K—_\) 534y
i - also

) Summarize the difference between/a reverse smand shellcode. Which one is the functidﬂﬁ nd True Ave,
) ”’:/k 6n lne,

which is th ormat

¢ ) What are the three solution ‘components for defendmg in each of the Kill Chain phases? What are
the goals of the attacker or defender in each phase? 0 T / e Ao

@ Maltego is used for what’?/ w (“ ( CE S ol
Do c ‘e ondkips
/{u 0 A I 9A ,z 0.; = ()
TOR is used Jfor what? Explain. / beknien o8 Wi enkihies Sechh e G PS

Sdeia 7
(/)Lo"( o % eneble G s Luvm\,,,uru ~ o i % Net s, i /\L»gmjvﬁ
Explain the role of people, process, and technology in the defendmg against malware. — eds,

@ Provide one example of an I0C in one phase of the Kill Chain. + /é/}ck« " 'y )
A 'e./h_,,_l

KW mAA(Io«Aw\ o a malice, 3 ﬁ 47 PR
@ Give two common tell tale signs that an email is a phishing email.
@é& Cormmon /V\/:S/)ell vA lods of I’h&]J{f Vavical Sadr ocoldrean
.Prowde one example of the difference between wireshark capture and display filters. /
/ ————————————

@Name one use for the Social Engineering Toolkit, (SET). 2 K MLK.?A )

@ Describe how Llnkﬁdln can be used as a honey pot. J’(u /ww\, ,007" o
JS\F‘Q‘\'[{CM\ ;’0 ‘ A chhnofegren o= G/’H-* t~ *&s’» < C [

@n your opinion, what is the most |mportant phase of the Kill 8hain? Defend your answer. T
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